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1
Decision/action requested

It is proposed to approve this key issue on authentication and authorization between MSGin5G Gateway Client and MSGin5G server for TR 33.862.
2
References

3
Rationale

This contribution proposes a key issue which describes the security threat by unauthorized MSGin5G Gateway Client if there is no authentication and authorization between MSGin5G Gateway Client and MSGin5G Server.
4
Detailed proposal

*****Start of Change*****
5.X
Key issue #X: Authentication and Authorization between MSGin5G Gateway Client and MSGin5G Server
5.X.1
Key Issue Details

As per 23.700-24 [2], MSGin5G-4 is between a MSGin5G Gateway Client and a MSGin5G Server. This reference point supports registration of MSGin5G Gateway Client to MSGin5G Server and the exchange of MSGin5G messages.
During registration, the MSGin5G server should be able to verify the MSGin5G Gateway Client, otherwise malicious Gateway Client may connect to MSGin5G server, so that sensitive information such as 5GMSGS Client ID may leak out.
5.X.2
Security Threats

During registration, if the MSGin5G server transfers information without verify the MSGin5G Gateway Client, malicious Gateway Client may connect to MSGin5G server, so that sensitive information such as 5GMSGS Client ID may leak out. Malicious Gateway Client may use this information to launch attacks on MSGin5G server.
These informations can be used by malicious Gateway Client to mount an attack to get services from MSGin5G server without authorization.  
5.X.3
Potential Security Requirements

MSGin5G Server shall be able to provide mutual authentication with MSGin5G Gateway Client over MSGin5G-4 Interface.

MSGin5G Server shall be able to determine whether MSGin5G Gateway Client is authorized to access MSGin5G services.
*****End Change*****
